[image: image1.jpg]@ connections|online





IT / Security — Connections 4.0

· Security:
Connections Online 4.0 sites are running on Windows 2003 Server with all security updates installed as released.  The servers are firewalled to only allow Web, WebDAV, and Secure FTP (SFTP) access, plus our internal VPN access (using www.hamachi.cc).  The WebDAV and SFTP access does not allow anonymous users.  The applications themselves run over normal Web connections (HTTP) or secured SSL connections (HTTPS).  Clients can request to force secure access only to their site and not allow normal HTTP connections, but both are allowed by default.  Our current SSL certificates are all standard certificates.
· Passwords:
Passwords in Connections Online 4.0 are not stored--only a non-reversible hash of the password is stored.  This protects our users from having their passwords stolen to be used by hackers on other systems.  All connectivity to the databases occurs through the Connections Online applications on the same servers as the databases or over our VPN, so database communication cannot be "sniffed" or intercepted by an outside party.

· Uptime performance:
On March 13th, 2009, we began using a new uptime monitoring application that allows us to share our uptime statistics with our customers.  You can see current and historical uptime statistics back to that date by going to http://go.col4.com/status.

· Ongoing maintenance performed: 
Our preventative maintenance (PM) and application upgrades all occur between 8:00 PM ET and 5:00 AM ET on weekdays or any time on Saturday or Sunday.  Connections Online 4.0 is generally unavailable for less than 15 minutes during these times.  If we know the application will be unavailable for longer than 15 minutes during these maintenance periods, we will make an announcement on the forum.  Customers can have notifications e-mailed to them from the forum.


· SAS70 Certification
We use Peak 10 data centers which are SAS 70 type II compliant.  More information can be found at http://go.col4.com/sas70.  Connections Online 4.0 is not intended to be used to store personal financial information about any bank customer or credit union member.  (There are no fields to capture any information about specific customers or customer accounts or any customer related bank transaction.)  We do not host any of your documents (therefore, there is no access to any sensitive information obtained from any applications that you would be using for member transactions.)  In the Connections Online application, Users can store “links” that will open documents within your firewalls by your users who have access using your security to open those documents.  But no one else has access to those documents through those links unless they have access through your firewalls.

· Typical bandwidth requirements:
We do not have specific suggestions for our customers’ bandwidth or minimum connection speeds.  Connections Online 4.0 includes normal Web pages and images and does not include any streaming media.  If your organization has an Internet connection that is satisfactory for normal Web usage, it should be good enough to use with Connections Online 4.0.

· Client software, plug-ins or ActiveX controls:
Connections Online 4.0 does not use any ActiveX, Java, or other browser plug-ins.

· Connections Online and a Citrix environment:
We have not done testing with Citrix or any other specific environment outside of the Web browser.  If you have trouble browsing to other Web sites from your Citrix workstations, we can give you a test account on our server that you may use to test your environment.

· Restricting access to this application to an IE 7.0 browser opened within your network (as opposed to any open browser):  
We do not currently have a way to limit access from certain browser types or certain networks.  Limiting access to certain networks could be added in the future.  

· Terminating a User’s access:
Connections Online 4.0 site administrators from your organization will have access to delete user accounts or reset user passwords from within the application.

· Technical support to the application:
We handle our own customer support and technical support.  Users can call Cardwell, e-mail us, visit the forums (http://www.connectionsonline.net/forum), or use links from the application to submit bugs.  Our support team is well versed with every part of the application.  Technical support is available 9 to 6 EST M-F – if desired, cell phone access will be provided to Karla Norwood.

· Data management process
All communication with Connections Online 4.0 servers is encrypted using an AES 128-bit SSL certificate or stronger forms of encryption.  Data is backed up nightly, both on the servers and to off-site backup locations.  Off-site backups are encrypted and stored on Amazon S3 servers for maximum redundancy and availability.

We currently do not keep redundant servers available.  In case of catastrophic failures, we can have temporary hardware freshly installed with Connections Online 4.0 and data restored from backup within 72 hours.  The temporary hardware would be replaced with permanent hardware as soon as it is available.

· Tech specs to connect: 
Your organization would connect however you currently connect to the Internet.  From our end, the application is connected to the Internet via multiple OC-48 and OC-3 connections through multiple carrier networks with a throughput currently limited to 100 Mbps.

· Data stored:  Microsoft SQL Server 2008 

· Access to the customer data: 
Cardwell Group (application owners), Sypher Technology (application developers), and customer employees who have accounts in Connections Online. 

· Access to the customer data logged:
Sign in, create, update, and delete actions are logged.  Viewing the data is not currently logged. 

· Hosted Operating System (OS):
Microsoft Windows Server 2008 or 2003 

· Patching policy on Operating System and Database(s)
All high priority updates are installed nightly. 

· Physical controls to the facility and datacenter:
Proxcard, PIN, and biometric are all required. 

· Data exchange data:
Connections to the application are all done over HTTPS.  Server maintenance is done over 256-bit AES encrypted VPN. 

· Disaster Recovery: 
Last actual recovery on one of our test servers happened in first quarter 2009.  Our backup procedures were updated after the recovery. 

· Security/Process Certifications:
Our data centers are SAS70 Level II certified. 

· Physical Location:
We currently use data centers in Louisville, Kentucky and Tampa, Florida. 

· Backups:
Backups are ran nightly and deleted after two weeks. 

· Backups Encrypted:
Local backups on the server are not encrypted.  Off-site backup copies are encrypted with 128-bit or higher AES encryption. Backups are stored offsite in encrypted files stored on Amazon S3 servers.
· Anti-virus has been installed and is running on our servers.
· COL and Originating IP Addresses - We do not limit access by Originating IP addresses for the Web sites or COL4, other than blocking many international IP submits due to the large amounts of attacks coming from them.  We do limit by IP addresses for internal-only access to the servers (remote desktop, etc.)
· Astaro Security Gateway has been added to our data center.  Some of the features it will add to our infrastructure include:

· Hardware firewall to supplement our existing soft firewalls

· Intrusion detection and prevention

· Additional VPN connectivity for our internal use

· Automatic Internet updates of firmware and attack patterns always keep the system at a current level

More information about this hardware can be found at http://www.astaro.com/our_products/astaro_security_gateway.
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